Employee Account Self-Registration Process 
To obtain an Employee Level 2 USDA eAuthentication account, a USDA federal employee must receive a Registration Invitation email.   
DO NOT ATTEMPT TO E-AUTHENTICATE MORE THAN ONE TIME.  If you feel you have already e-authenticated; but are not sure, please contact MSA-Helpdesk@ars.usda.gov with a detailed email stating your concerns; before proceeding with these instructions.
(Effective January 2009) If the employee does not receive the invitation within 4 weeks of their start date, send a notification to MSA-Helpdesk@ars.usda.gov and include the employees full name, position title, EOD, email address, and their telephone number.  Do not delay!  The Area IT Office will assist at this point.
Pre-requisites: 

1. Your HR record must be completed by your HR representative, and you must have a valid email address. 
2. You must receive the Registration Invitation email and click on the link within the email.


Figure 1: Registration Invitation Email 

Once you have clicked on the link within the Registration Invitation, the steps to register are: 

STEP 1 of 6: Credential Verification

STEP 2 of 6: Employee Verification & User ID Selection 

STEP 3 of 6: Populate Your Security Attributes  

STEP 4 of 6: Confirm Your Security Attributes

STEP 5 of 6: Password Creation

STEP 6 of 6: Congratulations Message 

STEP 1 of 6:  Credential Verification 

You are required to fill out the following fields: 

	DATA POINT 
	CRITERIA 

	Last 4 digits of SSN
	Please enter the last 4 digits of your Social Security Number

	Date of Birth 
	Please enter your date of birth, using the pull down menus
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Figure 2: Credential Verification Form 

After entering the information on the initial screen, click Continue.   

STEP 2 of 6: Employee Verification & User ID Selection 
On the following screen, verify the information that is displayed. 

· If your email address is  not correct, please close your browser window (click on the red “x”) and contact your Agency Registration Lead for assistance: http://www.eauth.egov.usda.gov/AgencyRegistrationLeads.html 
· If any of your HR information is not correct, please note which information is not correct and close your browser window (click on the red “x”). Contact your HR rep and ask them to review the items you’ve noted. 

· If ALL of your information is correct, create a User ID using your Agency’s preferred format. If you do not know your Agency’s preferred format, please contact your Agency Registration Lead for assistance: http://www.eauth.egov.usda.gov/AgencyRegistrationLeads.html 
· Your User ID must be 6 to 20 characters long. It is not case sensitive and may contain the following characters:   .    @   _   -   (period, “at” sign, underscore, hyphen)  REMEMBER YOUR USER ID
· Note: Select your User ID carefully - do NOT include your SSN for example - once your User ID is created you will be unable to modify it. 

· When finished, click Continue. 
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Please verify the information listed below.

NRCS
Test

Newemp

Denver

co
emp1@fic.usda.gov

17 any of the information on this page is incorrect, please contact your Human Resources
representative or Agency Registration Lead.

Create your eAuthentication User ID.
[Your User 1D must be 6 to 20 characters long.
Flease ensure that you follow your agency's User ID guidelines.

user 10:




  Figure 3: Employee Verification & User ID Selection

STEP 3 of 6: Populate Your Security Attributes 
On the next screen, you are required to fill out the following fields: 

	DATA POINT 
	CRITERIA 

	Questions
	Select 4 different security questions using the pull-down menus.



	Answers
	Type an answer that only you would know (i.e., information that is non-researchable.) Answers are not case sensitive, however spaces and spelling do matter, so please enter something that is easy to remember. 



	Mother’s Maiden Name 
	Please enter your mother’s maiden name for security verification purposes.



	4 Digit PIN 
	Please enter a 4 digit PIN number. Note: You cannot use a zero “0” as the first digit.
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Step 3 of 6: Security Attributes Account Creation Help

user 1D: Newemp_1234

Please choose four different security questions and provide answers. This
t your password in the future, or if you

2.[<<Please Select a Question>>

3.[ < <Please Select a Question>>

Please fill out the following fields (should you need to contact the ITS Service Desk, they
[may request this information):

a-digit PIN:
Mother's Maiden Nam





Figure 4: Employee Verification & User ID Selection

After entering the information, click Continue.   

 STEP 4 of 6: Confirm Your Security Attributes
Verify the information that you entered and click Continue. To change any of the information click on the Back button.   PRINT THE FOLLOWING PAGE (WITH ANSWERS) FOR FUTURE REFERENCE:  STORE THE PAGE FOR YOUR USE ONLY.  
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user 1D: Newemp_1234

Please review your four security questions and answers. This information will be
required if you forget your password in the future, or if you need to access other
[account self-service functions.

Questions Answers
1. what city was your first job in? Denver

What was the make of your first vehicle? Toyota

What is your best friend’s last name? Jones

What was your high school mascot? Cougar
Please review the following fields (should you need to contact the ITS Service Desk, they
[may request this information)
a-digit prn: se74
Mother's Maiden Name:  Smith

Continue




  Figure 5: Confirm Your Security Attributes

STEP 5 of 6: Password Creation

Please create a password for your account in accordance with the guidelines. 
	DATA POINT 
	PASSWORD REQUIREMENTS: 

	Password 
	• 9 to 12 characters long 

• Contains at least one uppercase letter 

• Contains at least one lowercase letter 

• Contains a number or a special character:  ! # - $ % * = + : ; , ? ~  
• May not contain your name, User ID, Mother’s Maiden Name, Date of Birth, 4-digit PIN, or security questions / answers. 

• May not contain words that can be found in a dictionary, spaces, tabs, or special characters not listed above. 


	Confirm Password
	Re-type your password


MAKE A NOTE OF YOUR PASSWORD AND STORE FOR YOUR USE ONLY:
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Step 5 of 6: Password Creation Account Creation Help

Piease create a password for your USDA euthentication account.

i must follow these rules to be accepted:

S0 12 characters long
At least 1 of these characters:
)

* Have one uppercase leter (4, 8, C, etc.)

b * Have one lowercase letter (a, b, ¢, etc.)

123456789
£o8% Y=+, 2w

Restricted Information (Do Not Use)

Mother's Maiden Name, Date of Sirth, PIN, Your Name, Address, Phone Number, Email, etc.

For additional recommendations regarding passwords, dlick here.





Figure 6: Password Creation

After entering the information, click on Continue.   

STEP 6 of 6: Congratulations Message
In the final step, you will receive a “Congratulations” message on the screen. Your Employee account is now active. You will also receive an email message confirming the creation of your account. 

Note: We recommend waiting 10 minutes before you attempt to log in to other websites, to allow for system propagation. 
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Quick Links'

'+ What i an account?
+ Croato an acoount

+ Updato your account
Administrator Links.

+ Local Registration
Authority Login

Step 6 of 6: Congratulations

Congratulationst
You have succsssuly created your eAuthentication accourt.
Vou should receive an email within an hour confirming the creation of your account.

Vou may also login immediately by using thi lin: b eauth.egov.usda,

1 you need any assistance wih the USDA sAuthentistion system, pleas
Service Desk ot eAuthHelpDeskGHc.usda.gov.

e 1S
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Figure 7: Congratulations Message

