
NPA Lincoln Location Network Security and Best Practices Policy
Purpose: This agreement establishes policies to ensure comprehensive protections are in place to safeguard all information technology resources of the U.S. Government and the NPA Area Office.  For violation of any policies, disciplinary action will be taken at the discretion of ARS management.
As a user of USDA, ARS, NPA, Lincoln location computer equipment, I agree to:
· Use good password management, which involves the following:
· Use passwords that contain a minimum of 8 characters and keep them confidential. (This includes passwords for network access as well as E-mail accounts.

· Do not choose anything that is easily guessed or is associated with you. Examples of this would include dictionary words, your name, your name spelled backwards, your dog’s name, a nickname, a favorite team, a hobby, your license plate number, a blank password or the word “password”.

· Use a combination of letters, numbers, and symbols to construct your password to make the password more secure.

· Change your passwords a minimum of every 90 days. Your network login password will automatically expire every 90 days and will require you to change it. However, your GroupWise email password does not expire, and it is up to you to change this password and make sure it follows the password rules that are listed above.
· It is strongly recommended that you do not write down your password.  If you use several systems which require password access and thus have too many passwords to remember, and you find that you must record them somewhere, make sure they are kept in a secure location (i.e., in an encrypted file on your PC, locked in a file cabinet, or in your wallet).  Never post your passwords under your keyboard, on your monitor, in an unlocked desk drawer, or any other easy to find location

· Do not share the password to your office PC with anyone; including your supervisor, co-workers, or Information Technology (IT) support staff.  Files, databases, or systems which must be shared among several authorized users should be maintained on a network or shared drive.   Passwords to shared PCs should only be shared among authorized users. 

· If your IT support staff needs access to your system, he/she should request that you enter the password yourself.  If this is impractical, you should change it immediately upon the completion of the service work..
· If it is necessary to share your password with your supervisor or co-worker for an emergency or critical purpose while your are out of the office, change your password immediately upon returning to the office.

· Use my own individual user name and password when connecting to network resources
· Be accountable for my actions on my individual computers and network resources
· The monitoring of all computer usage and network related activities that take place on the local area network.
· NOT make illegal copies of software or install software on multiple machines when the license does not grant such permission explicitly.
Individual Users agree to: (Continued)
· NOT install any software or hardware that is brought in from home.

· NOT install any software that is downloaded from the Internet without first checking with the IT Support Staff to make sure that the software is legitimate and free from malicious or harmful code.

· NOT bring in personal computer equipment to use for official business.
· If personal equipment is brought in and used and gets damaged, lost, or stolen, the government bears no responsibility for any losses.
· NOT hook up any analog modems to my computer and/or attempt to connect to the Internet using a modem connection.
· Connecting to the Internet via modem bypasses all security provisions (firewalls, packet filters, antivirus, etc) that have been established and places the entire network at risk for intrusion.
· NOT setup any type of wireless networking equipment at the Location. (Including, but not limited to, network cards, access points, routers, etc…)

· NOT access systems and/or applications, within the building, to which access has not been authorized.
· Check with the IT Support Staff before purchasing all computer related products, and only purchase those products (software and hardware) that have been approved by the IT Support Staff. This helps to alleviate compatibility issues and ensures that the Laboratory remains in compliance with government regulations.
· Obtain authorization from supervisor for the use of government computer equipment outside of the NPA Area Office.
· Perform the following to help prevent Unauthorized System Access
· Use a password protected screensaver which invokes within 10 minutes (or other suitable timeframe) of inactivity on your PC.
· Turn off your computer if you are away from the office for an extended length of time.
· Take appropriate steps to thoroughly clean hard drives before equipment is reassigned, surplused, or discarded.  Consult with your IT support staff for steps to be taken.
· Be sensitive to co-workers or other persons looking over your shoulder while using your PC.
Individual Users agree to: (Continued)
· Perform the following to help prevent loss of critical data
· Backup files and data resident on your individual PCs on a regular basis or save your data to a network drive to be backed up nightly.  (If you do not know how to back up your data, or don’t realize the possible consequences of not backing up your data, consult with your IT support staff for guidance and assistance on recommended backup tools and methodology.)
· Properly label media used for backing up files and maintain in a locked, and if possible, fire-proof or off-site location.
· If you are in need of locked and fire-proof storage, your backup media can be given to your IT support staff, and it will be stored for you in our fire-safe vault.
· Use the following provisions when working at an alternate site
· All security measures discussed above should also be considered while working at home or a satellite work site.
· If available, obtain certification from authorized officials at satellite work sites indicating that the site provides adequate protection for sensitive information and that such use conforms to applicable laws or policies.
· Sensitive materials and information may only be stored at an alternate work site if they can be locked in a secure cabinet or drawer.
· Government IT resources which have been installed at home may be used for authorized purposes only, and may only be used by the individual to whom it is assigned. No friends, family members, or other acquaintances are allowed to use government equipment at any time.
· Use caution when exchanging files and disks between a home and office PC.  These files and disks can contain viruses (especially if the home PC is also used by other family members) and should be scanned before use. Your office PC has an antivirus solution, and will automatically scan all disks that are inserted.
Individual Users agree to: (Continued)
· Use the following provisions while in Travel Status and/or using your Laptop
· If you possess a laptop, keep it locked in a file cabinet or other secure area when not in use. 
· If you carry a laptop computer and/or Personal Digital Assistant (PDA) while traveling, keep it close at hand or locked in a secure location at all times.
· Always carry your laptop and/or PDA with you while traveling by plane or other public transportation, and do NOT put your laptop or PDA in checked baggage.
· When using a hotel Ethernet network connection to access the Internet, use it sparingly and don’t let your computer remain connected for long periods of time. These “Always-On” connections are more vulnerable to computer attacks. In addition, extra security can be obtained by installing an application firewall on your laptop such as ZoneAlarm. Consult your IT Support Staff if you need help with this matter.
· If you use a public computer (university computer lab, Internet café, friends house, etc…) to access your email via the web, be aware that you have no idea what programs could be running in the background. There are sniffers or keyboard loggers that could be running that can capture your every keystroke. So if you ever use these types of systems, it is a good idea to change your email password when you return to the office.
· If using your laptop or PDA for work while in transit, be sensitive to fellow travelers looking over your shoulder.
· Abide by REE Policy 253.4, “Use of Information Technology Resources” at:
http://www.afm.ars.usda.gov/ppweb/253-4.htm
· Abide by the Department Regulation 3140.2, USDA Internet Security Policy at:

http://www.reeusda.gov/issp/dr3140-1.htm
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