Chapter 6

Electronic Resources and Information Systems

With the help of personal computers, a wealth of electronic resources and information systems may be accessed through the Internet or via EMail.  These electronic Resources and information systems are “For Official Use Only.”  The REE Bulletin referenced below outlines the policy for use of the Internet and EMail.  It includes specifics on acceptable uses, rules of on-line behavior, and responsibilities of management and users.

Three most frequently used policy statements include:

	USDA Nondiscrimination

Statement

http://www.ars.usda.gov/disclaim.html

	The U.S. Department of Agriculture (USDA) prohibits discrimination in all its programs and activities on the basis of race, color, national origin, age, disability, and where applicable, sex, marital status, familial status, parental status, religion, sexual orientation, genetic information, political beliefs, reprisal, or because all or part of an individual's income is derived from any public assistance program. (Not all prohibited bases apply to all programs.) Persons with disabilities who require alternative means for communication of program information (Braille, large print, audiotape, etc.) should contact USDA's TARGET Center at (202) 720-2600 (voice and TDD). 

To file a complaint of discrimination, write to USDA, Director, Office of Civil Rights, 1400 Independence Avenue, S.W., Washington, D.C. 20250-9410, or call (800) 795-3272 (voice) or (202) 720-6382 (TDD). USDA is an equal opportunity provider and employer.



	Government System Usage

Policy

http://www.ars.usda.gov/disclaim.html 

	This information service operates on a U.S. Government computer system. This system is monitored to ensure proper operation, to verify the functioning of applicable security features and for other like purposes. Anyone using this system expressly consents to such monitoring and is advised that if such monitoring reveals evidence of possible criminal activity, system personnel may provide the evidence of such activity to law enforcement officials. Unauthorized attempts to upload or change information; to defeat or circumvent security features; or to utilize this system for other than its intended purposes are prohibited.


	Commercial Endorsement

Disclaimer

http://www.ars.usda.gov/disclaim.html

	The use of trade, firm, or corporation names in this publication (or page) is for the information and convenience of the reader. Such use does not constitute an official endorsement or approval by the United States Department of Agriculture or the Agricultural Research Service of any product or service to the exclusion of others that may be suitable.



Acronyms:  
See Chapter 22 for a comprehensive list of commonly used acronyms.
References:
DR 3140-001 - USDA Information Systems Security Policy
 


http://www.ocio.usda.gov/directives/doc/DR3140-001.pdf 
P&P 253.4 – Use of Information Technology Resources 

http://www.afm.ars.usda.gov/ppweb/PDF/253-4rev.pdf 
Web Sites:
REE Forms




https://reeforms.ars.usda.gov/REEForms/


AgLearn




www.aglearn.usda.gov


SF182 Instructions

http://www.afm.ars.usda.gov/forms/EMPDEV/SF182-Instructions.PDF


NPA SharePoint




https://arsnet.usda.gov/default.aspx


USDA E-authentication



http://www.eauth.egov.usda.gov/
Points of Contact:   

	Hank Davis

Information Technology Specialist

USDA-ARS-WBSC
Natural Resources Research Center

2150 Centre Avenue, Building D, Suite 310

Fort Collins, CO 80526-8119

Telephone:  (970) 492-7012

Fax:  (970) 492-7049

E-Mail:  hank.davis@ars.usda.gov

	Nadene Grow

Information Technology Specialist

USDA-ARS-WBSC
Natural Resources Research Center

2150 Centre Avenue, Building D, Suite 310

Fort Collins, CO 80526-8119

Telephone:  (970) 492-7019

Fax:  (970) 492-7049

E-Mail:  nadene.grow@ars.usda.gov


	Heather Gossel

Information Technology Specialist

USDA-ARS-WBSC
Natural Resources Research Center

2150 Centre Avenue, Building D, Suite 310

Fort Collins, CO 80526-8119

Telephone:  (970) 492-7047

Fax:  (970) 492-7049

E-Mail:  heather.gossel@ars.usda.gov

	NPA Helpdesk

USDA-ARS-NPA

Natural Resources Research Center

2150 Centre Avenue, Building D, Suite 310

Fort Collins, CO 80526-8119

Telephone:  (970) 492-7111

Fax:  (970) 492-7049

Email:  NPA-Helpdesk@ars.usda.gov



e-Forms:
The Agency has implemented a Web based forms system from FormSoft Group, called FormFinder.  The website uses the same username and password as Email, SharePoint and the REE Directory.
FormFinder for the Web is a form and data repository solution that provides easy end-user access to forms and records and powerful centralized data storage, as well as basic routing of forms.  The end user will complete forms using Adobe Acrobat Reader software.

Features of the FormFinder for the Web product include:

· FormFinder for the Web is licensed by server and not per seat.  All employees will have the ability to use these forms. 

· A centralized forms catalogue and database are provided.

· The user has the ability to fill-in and save completed forms to the ORACLE database for future retrieval. 
· FormFinder for the Web meets Section 508 accessibility standards.

· FormFinder for the Web has the capacity to route PDF forms to other users via email.  When a form is routed, an email is sent to the receiving user.  This email contains a link to the completed form located in FormFinder and not the actual form.

· Signature capability:  Improvements and upgrades to the system have allowed for the use of digital signatures. 

· FormFinder for the Web can pre-populate the form with basic information about the end user based on information stored from a user profile.  This saves significant re-keying time and insures accurate data.

Other Forms:
Standard Form SF-182 Guidance
The Department issued a memo mandating the use of the online Standard Form (SF)-182 for external training requests and approvals in AgLearn, effective October 1, 2007.  To support this mandate, all offices must begin using the electronic version in AgLearn immediately.  The form can be found by accessing the AgLearn website.
1. Log in under the student link.

2. From the welcome page, select the blue “Learning” tab.

3. Under the Learning tab, select the “SF-182 Requests” link.

4. From the Request, Authorization, Agreement & Certification of Training screen, scroll to the bottom of the page, and select the blue “New Request” button. 

5. The fillable SF-182 form will appear. 

Instructions can be found by going to the website section of this chapter and under web sites, you will find a link for SF182 instructions.  These instructions supplement those provided by OPM with the new form.  The supplemental instructions provide agency-specific guidance on completing various parts of the form.
Electronic Mail:

USDA’s e-mail system is called “Enterprise Messaging Service – Cloud Services” or “EMS-CS” for short.  Currently, EMS-CS supports Outlook 2007 or better.
EMS-CS has a number of features that will be of great benefit to you, including:

· Large mailboxes: Each user receives 5 GB of mailbox storage and the ability to send attachments up to 30 MB.
· Antivirus/Anti-spam: Multiple layers of protection will protect your time and data.

· High Availability Infrastructure: The system architecture features redundant systems providing fault tolerance and automatic restoration.

· Mobility: Mobile access is available from all phones capable of receiving e-mail including Windows Phone, iPhone, Droid, and Blackberry devices.

EMS-CS – Mailbox Quota Increases 

EMS-CS Exchange users are all assigned an initial mailbox size of 5GB. Through the use of general messaging housekeeping this size is sufficient for most customers. For those who find the 5GB limit is insufficient, the mailbox may be increased to 25GB.
Mailbox Quotas and Enforcement 

There are two quota sizes in place - Standard and Executive.  Mailbox quotas policies are enforced automatically by Exchange. 

Standard 5GB Mailboxes 

· Issue warning at -- 4.5GB 

· Prohibit send at -- 5GB 

· Prohibit send and receive at -- 5.5GB 

Executive 25GB Mailboxes 

· Issue warning at -- 24.5GB 

· Prohibit send at -- 25GB 

· Prohibit send and receive at -- 25.5GB 

Quota Increase Requests 

Permanent Increases – Special business needs such as frequent sending and receiving large documents or conducting business remotely while on travel may require more mailbox space. Should this be the case, customers may request an increase in their mailbox quota. 

The procedure for requesting more mailbox space is as follows: 

1. Customer submits business need justification to supervisor for approval. 

2. Supervisor evaluates the justification and if approved, forwards the request to the Location, Business Center IT Specialist or to the ARS OCIO Help Desk. (Approval should be given only if there is a strong business need for more mailbox space.) Supervisors must be aware that the increased mailbox quotas are an additional fee service. The cost for the optional mailbox size increase is currently $5.25/month ($63/annually) and is a cost charged to USDA/ARS by Microsoft. 

Temporary Increases – Occasionally, temporary conditions will warrant a temporary increase of a customer's mailbox size quota. In these cases, the Business Center, or Location IT Specialist or OCIO Help Desk staff may make the increase without supervisory review. Temporary increases may not exceed 90 days. 
In addition to the use of Outlook to access your email EMS-CS offers a web portal called Outlook Web Access (OWA) to view your email.  To use OWA please visit the following URL:  https://mail.usda.gov.

SharePoint:
SharePoint is the Agency vehicle for sharing information in real time, including surveys, discussion boards, version controlled document libraries, etc.  In short, SharePoint is a powerful collaboration tool which we believe will be a great resource in assisting you in your job.  The same username and password used to access Email and e-Forms is used to access the team sites to which you have been granted access. All ARS employees have access to the main ARS site.  If access to the system is needed for a non-ARS employee, please contact the NPA Helpdesk.    
USDA eAuthentication:
USDA eAuthentication is the system used by USDA agencies to enable customers to obtain accounts that will allow them to access USDA Web applications and services via the Internet. This includes things such as submitting forms electronically, completing surveys online, and checking the status of your USDA accounts.  Within a couple of pay periods upon hire you will receive an Email message asking you to eAuthenticate which will allow you to register your account and password. 

AgLearn:
AgLearn is USDA’s Learning Management System (LMS) and it has over 3,000 free online courses available to all USDA employees. New courses and books are frequently added to AgLearn and Books 24x7.  To access the system you must first have been eAuthenticated.  
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